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Ms. Nicole Wong
Deputy Chief Technology Officer
Office of Science and Technology Policy
Eisenhower Executive Office Building
1650 Pennsylvania Avenue, NW
Washington, DC 20502

Re: Big Data Study

Dear Ms. Wong:

The U.S. Chamber of Commerce (“Chamber”)1 is pleased to submit these comments to
the Office of Science and Technology Policy (“OSTP”) in response to its Request for
Information regarding the “Big Data” study.2 Given the range of technologies and market
participants involved in big data, the Chamber believes that self-regulation and best business
practices—that are technology neutral—along with consumer education serve as the preferred
framework for protecting consumer privacy and security while enhancing innovation,
investment, and competition essential to big data. Additionally, the Chamber calls on the
Administration to support legislation updating the Electronic Communications Privacy Act.

1) What are the Public Policy Implications of the Collection, Storage, Analysis, and
Use of Big Data?

To help our economy continue to recover, the Chamber believes that big data will be a
key component in the creation of jobs and innovation. All sectors of the U.S. economy—
including financial services, manufacturing, transportation and many more—collect and use big
data to spur sales and job growth, enhance productivity, enable cost savings, improve efficiency,
and protect consumers. Big data is used in many beneficial ways in our economy and by our
society, including but certainly not limited to: improving healthcare, enabling businesses to offer

1 The U.S. Chamber of Commerce is the world’s largest business federation, representing the interests of more than
three million businesses of all sizes, sectors, and regions, as well as state and local chambers and industry
associations, and dedicated to promoting, protecting, and defending America’s free enterprise system.
2 Request for Information Regarding Government “Big Data,” 79 Fed. Reg. 12251 (Mar. 4, 2014), available at
http://www.gpo.gov/fdsys/pkg/FR-2014-03-04/pdf/2014-04660.pdf. (“RFI”).
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enhanced customer service, detecting and preventing fraud as well as authenticating individual
identities, and refining the manufacturing of products.

According to market research-firm IDC, the market for big data in 2014 is expected to
reach $16.1 billion and grow 6 times faster than the overall IT market.3 The efficient use of big
data allows manufacturers to reduce the cost of product development and assembly by up to 50
percent, and decrease the amount of required working capital by up to 7 percent.4 The value of
big data to U.S. healthcare could be “more than $300 billion in value every year, two-thirds of
which would be in the form of reducing national health care expenditures by about 8 percent.”5

Big data is used in fraud detection where identifying “weak and indirect relationships among bad
actors” is key because businesses often face fraud perpetrated by numerous people finding and
exploiting vulnerabilities across various parts of a company’s operation.6

Insights derived from the large scale collection and analysis of data will drive economic
and societal growth. Massive data sets combined with today’s computing power enable
problems to be tackled in new and often unexpected ways. By drawing on researchers from
across disciplines, this data can be examined and interpreted in new and exciting ways. Data
analytics resulting from rapid prototyping and experimentation will drive innovation and
progress. Therefore, any federal policies in this area need to be flexible and adaptive to
accommodate different uses of data along with rapidly developing technology.

Analyzing large data sets containing data about people can be accomplished ethically and
responsibly. Companies work hard to ensure that their products and services are deemed
trustworthy and those that fail to meet customers’ privacy and security expectations can expect to
face swift and decisive marketplace and reputational consequences. Allowing companies to
collect, use and experiment with data more freely, and applying more harms based controls on
data use would allow for robust research and development in secure protected data environments.
De-identifying personal data where feasible can also help to mitigate potential harms.

Federal policy should recognize that differing risks of harm are caused by different types
of data collection and usage. For example, there are fewer risks associated with non-personally
identifiable data, especially when anonymized or aggregated, than with data that identifies a user.
Similarly, encrypted data also results in reduced risk. Additionally, societal benefits should be
taken into account and certain uses, such as fraud prevention, may warrant fewer restrictions.

3 Gil Press, “$16.1 Billion Big Data Market: 2014 Predictions From IDC And IIA,” Forbes, Dec. 12, 2013, available
at http://www.forbes.com/sites/gilpress/2013/12/12/16-1-billion-big-data-market-2014-predictions-from-idc-and-
iia/.
4 McKinsey Global Institute, Big Data – The Next Frontier for Innovation, Competition, and Productivity, at 8, May
2011, available at
http://www.mckinsey.com/~/media/McKinsey/dotcom/Insights%20and%20pubs/MGI/Research/Technology%20an
d%20Innovation/Big%20Data/MGI_big_data_full_report.ashx (McKinsey Report).
5 Id. at 2.
6 Quentin Hardy, “IBM’s Big Hope for Fraud,” The New York Times, Mar. 20, 2014, available at
http://bits.blogs.nytimes.com/2014/03/20/ibms-big-hope-for-fraud/?_php=true&_type=blogs&_r=0.
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Thus, the Chamber urges OSTP to recognize that data-driven innovation is vital to the economy
and any rigid regulations on data collection, storage, and use will hinder its potential.

2) What Types of Uses of Big Data Could Measurably Improve Outcomes or
Productivity with Further Government Action, Funding, or Research?

Use of big data can measurably improve outcomes and productivity across the economy.
Arguably, companies are more cognizant of public policy concerns associated with big data than
government because of the severe reputational and financial consequences that can result. These
uses of big data in the private-sector generally present no or few public policy concerns, while, in
other cases, it is too early to know whether any such concerns will arise. Thus, to avoid
jeopardizing the tremendous innovation and growth in this area, policymakers should restrain
from regulating big data unless there is a market failure. Also, it is worth noting, for example,
that where specific concerns have been expressed, the Department of Commerce’s National
Telecommunications and Information Administration has convened a multistakeholder process
to address such issues as facial recognition and mobile application transparency.

To help better protect consumers and solve other government public policy issues,
policymakers should increase the number and raise the profile of contests and/or prizes issued to
private-sector technologists. The government could apply data analytics to offer better services
and information to its citizens. Additionally, policymakers should challenge federal agencies to
focus on effectiveness and measurement of government projects and regulations. Agencies
should focus on calculating and analyzing workflows, regularly seek data to guide their priorities
and management, train their staff on data-driven policymaking, and prioritize data quality
controls to ensure best results.

For example, according to a recent survey of federal IT professionals, “63% feel that big
data will help track and manage population health more efficiently, 62% view big data as a way
to significantly improve patient care within military health and Veterans Affairs (VA) systems,
and 60% believe big data will improve how preventive care is delivered.”7 Yet, only “29% of
those surveyed have hired trained professionals to manage and analyze big data, or educated
senior management on related issues.”

3) What Technological Trends or Key Technologies Will Affect the Collection,
Storage, Analysis and Use Of Big Data? Are There Particularly Promising
Technologies or New Practices for Safeguarding Privacy While Enabling
Effective Uses of Big Data?

The increasing importance of data analytics to our society has given rise to data science, a
multi-disciplinary field of research. Additionally, data literacy will become important as well to
help train people on how to view, communicate, and use data once it is analyzed. The United

7 Elena Malykhina, “Agencies See Big Data as Cure for Healthcare Ills,”InformationWeek, Mar. 26, 2014, available
at http://www.informationweek.com/government/big-data-analytics/agencies-see-big-data-as-cure-for-healthcare-
ills/d/d-id/1127924.
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States could face a shortage by 2018 of “140,000 to 190,000 people with deep analytical skills as
well as 1.5 million managers and analysts with the know-how to use the analysis of big data to
make effective decisions.”8

The Chamber believes that privacy protective technologies and practices will develop
more rapidly in the marketplace as consumers look to protect their privacy through increasing
interactions in the digital environment. As we see with the rapid increase in encrypted
messaging, the market for companies selling easy to use privacy tools will grow organically in
response to consumer demands. Cybersecurity professionals are continuously devising new and
improved ways to protect data and combat threats from criminals and, sometimes, governments.
Data scientists are working on new and improved means of disguising or de-identifying
personally identifiable information. These types of technological advancements promoting
consumer protection show the marketplace is working and that government intervention is not
needed. Policymakers should restrain from regulating big data unless there is a market failure.

4) How Should the Policy Frameworks or Regulations for Handling Big Data Differ
Between the Government and the Private Sector? Please Be Specific as to the
Type of Entity and Type of Use (e.g., Law Enforcement, Government Services,
Commercial, Academic Research, etc.).

The Chamber strongly urges the U.S. government to distinguish privacy issues associated
with national security from those related to commercial privacy practices. A distinction must be
made between big data that is collected and used by the government—backed by the inherent
power of its authority—with no opt-out available and commercial privacy practices, where there
are marketplace curbs on bad behavior and, for some business sectors, legal and regulatory
requirements to safeguard consumer data.

Additionally, the Chamber urges that the big data study recommend support for
legislation updating the Electronic Communications Privacy Act (ECPA) as an action that could
immediately improve consumer privacy.9 Big data is a manifestation of the technology
revolution that has changed the way business operates and the way individuals communicate in
their daily lives. More and more, Americans in their personal and professional capacities are
voluntarily storing information in the cloud (e.g., email, documents, photographs, medical
records, business plans, etc.) containing private or proprietary data encompassing the whole
range of human existence.

ECPA, which sets standards for government access to private communications, is
critically important to businesses, government investigators and ordinary citizens. Though the
law was forward-looking when enacted in 1986, technology has advanced dramatically and
ECPA has been outpaced. Courts have issued inconsistent interpretations of the law, creating
uncertainty for service providers, for law enforcement agencies, and for the hundreds of millions

8 McKinsey Report at 3.
9 The Chamber is a member of Digital Due Process (http://www.digitaldueprocess.org), a coalition that advocates
for ECPA reform.
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of Americans who use the Internet in their personal and professional lives. Moreover, the Sixth
Circuit Court of Appeals has held that a provision of ECPA allowing the government to obtain a
person’s email without a warrant is unconstitutional.

Bipartisan legislation—S. 607, the “Electronic Communications Privacy Act
Amendments Act of 2013,” and H.R. 1852, the “Email Privacy Act”—would update ECPA in
one key respect, making it clear that, except in emergencies, or under other existing exceptions,
the government must obtain a warrant in order to compel a service provider to disclose the
content of emails, texts or other private material stored by the service provider on behalf of its
users.

This standard would create a more level playing field for technology. These bills would
cure the constitutional defect identified by the Sixth Circuit, allow law enforcement officials to
obtain electronic communications in all appropriate cases while protecting Americans’
constitutional rights, and provide clarity and certainty to law enforcement agencies at all levels
and to American businesses developing innovative new services and competing in a global
marketplace.10

5) What Issues are Raised by the use of Big Data Across Jurisdictions, such as the
Adequacy of Current International Laws, Regulations, or Norms?

Some governments are using concerns over government access to data for law
enforcement and national security purposes as a basis to pass misguided rules that either threaten
to cut off the international flow of data or require localized servers and storage. Some of these
rules are good faith attempts to address public concerns, but several governments appear to be
advancing protectionist measures under the guise of national security concerns.

Ultimately, rather than creating jobs, these rules merely serve to raise costs on local
businesses, reduce efficiency, and cut off access to customers while depriving consumers of the
ability to use the products and services of their choosing. Whether blatantly protectionist or out
of genuine concerns, cross-border data transfer restrictions are misguided for a number of
reasons, but ultimately only serve to harm domestic economies.

Regardless of intent, data transfer restrictions imposed by national laws that impede the
free flow of data also cause significant ramifications globally as well. The Chamber urges the
U.S. government to fight against any attempts by other governments to restrict the ability to
transfer, store, and process data across jurisdictions.

The European Union and a number of other foreign governments are considering new
approaches to data privacy that may curtail the ability to utilize data across jurisdiction. It is
essential that the U.S. government continue efforts to preserve the U.S. – EU Safe Harbor and

10 See Multi-Industry Letter Supporting S. 607, the “ECPA Amendments Act” to the Senate Judiciary Committee,
Apr. 22, 2013, available at https://www.uschamber.com/letter/multi-industry-letter-supporting-s-607-ecpa-
amendments-act.
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expand efforts to develop approaches to privacy that can bridge the differences from different
privacy regimes around the world. The APEC Cross-Border Privacy Rules (CBPR) represent one
such example that can be expanded to other regions and governments and both the U.S. – EU
TransAtlantic Trade and Investment Partnership (TTIP) and Trade in Services Agreement
(TISA) provide additional unique opportunities.

Finally, global progress and democracy depend on the free flow of information and ideas.
The upcoming meeting of the U.N.’s International Telecommunications Union (ITU) in October
combined with the plans to transition oversight of the Internet Corporate of Assigned Names and
Numbers (ICANN) have created a precarious situation for the future of the Internet and the use
of data across multiple jurisdictions. It is essential for the U.S. government to continue to guard
against any efforts by foreign governments to upend the current, successful multistakeholder
governance model under which the Internet has heretofore thrived.11

Thank you for the opportunity to provide comments on this important matter.

Sincerely,

William L. Kovacs

11 See generally http://europa.eu/rapid/press-release_IP-14-142_en.htm.


